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In accordance with SRC strategy relating to break through onto regional market, regarding eDMS programs,
SRC developed unique product - "eOffice’, constituting SRC brand on the market of document management
solutions. "eOffice” meets the full functionality requirements, applicable to contemporary eDMS solutions, in
four main areas: electronic capturing of business documentation, distribution, archiving, and implementation
of business procedures — workflows in the course of document processing. Product is based on IBM Lotus
Notes Domino platform and in addition to core functionality, stemming from eDMS definition, it also facilitates
automation of operational procedures performed by employees working in public administration, financial
institution, industry, commerce, and similar, integrating work environment of each individual user-operator,
eDMS application, email, calendar, etc.
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Design of eDMS — areas of implementation

"eOffice”is designed to meet the needs of large number of users, namely industrial corporations, financial insti-
tutions, government and public organizations. Project solutions allow record keeping in respect of documents,
electronic capturing of hard copies, storage, maintenance, processing, tracing and distribution of documents
from within the business system, management of operations relating to business documents and batches of
related documents and automation of certain standardized procedures in respect of related types of docu-
ments and records.

Each individual document, captured by the document management system, will be classified, tagged in com-
pliance with adopted labeling system, additionally defined, assigned appropriate security level in respect of
access rights, editing and reformatting options, deletion, etc. Documents may be linked (document to docu-
ment), grouped in batches, stored in archives, or transferred to a particular workflow, allowing further process-
ing.

Merging new documents into the system may be executed either through incoming/outgoing module, allow-
ing document scanning, by transferring the documents, received via email, into the system (email collector) or
by importing files created in electronic format, designed for internal and external documentation. Project ad-
vantages of this system, relate in first place to the documents in electronic format (standard electronic format
of recording), but the system allows tracking and directing of controlled copies of documents, not recorded in
electronic format (paper copies, microfilm, etc.) supporting central archives. That way, system predicts recogni-
tion of central and subordinate archives (any place designated for storage of documentation), record-keeping
and tracking of document allocation to designated entities, distribution of various copies of document, etc.
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Short description of system functions

The product is developed in compliance with every esteemed international standard related to docu-
ment management and customized to suit client’s needs in respect of user interface design, language
diversity, functionality and creation of proprietary planning and users’documentation.

Projected functionality of the system is set out hereinafter:

« Capturing of incoming, outgoing and internal documents Input documents and subjects through
application forms with scanning of documents, taking the email (through integration with mail server),
electronic fax or getting a document from another application.

» Record-keeping, classification, definition of Master List of Documents and Item Batches It
implies establishment of Active data base of documents processed by the Client in the course of business
operations. Documents and subjects are entered into active data base, inputting their main attributes. In
the course of data entry in respect of every record, each document is assigned a specific tag by default.
Active data base contains the information regarding each document recorded in the system. Informa-
tion is stored until lapse of certain period of time (limitation period is pre-determined for each class of
document/subject), and then transferred to Data Base of Archives to accommodate archiving for a certain
period (prescribed for that class of documents or indefinitely). System also provides mechanism for man-
aging of controlled copies of documents, and mechanism for managing of document version, for some
specific document types.

« Document distribution, exchange and approval (effect of collaboration) implies cooperation
and working together on some subjects, sharing calendars, scheduling of events, informing through sys-
tem, etc. System also provides electronic approval of documents and electronic signature of documents
with qualified digital signatures.

« Linking of documents Documents may be bundled in subjects or linked together, document to docu-
ment. Concurrently, one document may be linked to several others, and included in different batches, if
required. Batches of related documents are defined in specific manner, having special processing rules
determined for them that are later on, applied to every document belonging to the batch. Another way
of connecting documents among themselves encompasses establishing the path for following relations:
document-version and document/version — controlled copy. Batches of related documents may be
linked to items from Client’s operational/transaction system, creating portfolios of documents, relating to
business partner, product, facility, assets, project, event, etc.

« Application of various codes (country code, postal code, key words, and numerous partial codes). In
the course of data entry pertaining to each individual records, data-entry operators use generic country
codes, postal codes in addition to others, such as codes indicating class and type of document, key words,
etc.

« Authorized access to documents allows only certain users to access documents in compliance with
Log-in Schedule. Log-in Schedule lists organizational entities (organizational units, individuals) and their
competence level in respect of access to certain document/subject. If document has restricted access,
system assigns sign-in mark to it, allowing only authorized personnel to access it until transaction is com-
pleted or access to that document/subject is granted to another person. Log-in Schedule includes the
components of authorization since documents may be retrieved only by an operator with adequate sign-
in mark. Access rights are strictly defined through user roles and groups. Special access rights will be de-
fined for the citizens, who would like to see the status of their subjects via a web portal.

«Web based application allows full web accessibility to system and archive with respect to access rights
of the user.
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« Search and Retrieval of documents. Search and retrieval of documents from active data base and
archives is performed by utilizing complex mechanism of queries and filters, through specific indexed
portfolios of documents, and in compliance with authorized access system (based on Authorized Access
Schedule, degree of document confidentiality, users roles and users profiles). The system also provides a
mechanism (similar to SQL queries) for defining ad hoc queries, for some advanced users.

« Monitoring of document forwarding via email. It is projected to implement control in respect of
conditions allowing forwarding of document from the document management system to another user
by way of email and printing of documents (authorization will be required).

« Document storage and archiving System is based on central server for archiving of documents, and
it guarantees secure archiving and easy backup/restore procedures.

« Support for management of hard copies of documents, not available in electronic format
(Central Archives) - location of original documents. Business needs of Purchaser require tracking
and tracing of controlled copies of documents, not recorded in electronic format (such as materials, ten-
der documentation, etc. that does not require electronic conversion) according to organizational unit

or individual they are assigned to. It is necessary to establish subsidiary archives (with defined micro-
locations), including rudimentary data in respect of document assignment (time period, comments), etc.
« Tracing and tracking of operators’ inputs and events incurred in respect of particular docu-
ment (error, exception, event log, audit trail). Separate data base is established to trace every single
event incurred, recording the name of the operator, time and description of entry made in respect of
the document. Error-log is established in separate data base to facilitate efficient discovery and rectifica-
tion of errors incurred in the course of business transactions. There is a special interface for monitoring
of all changes were made on documents/subjects (who accessed, changed, when, what, state before
change, approvals, etc.).

« Business partners and business contacts. During the course of data entry in respect of every docu-
ment record (especially for incoming mail), it is necessary to enter information regarding the sender of
said document. Described function is performed utilizing the module called Clients and Contacts,
containing information on business partners, addresses and contact persons. This module is projected
to facilitate certain CRM functions (Customer Relationship Management). In addition to creating a
record on each business partner and client, system will allow inputting of important events relating to
employees and contact person of each client or business partner. It is possible to integrate described
module with Purchaser’s main operational system, taking over the pertinent information on business
partners from the main transaction system, created in database Business Partners Table. (rudimentary
information on business partners and clients).

« Workflow procedures relating to subject/document processing. Implementation of workflow
and procedures implies definition of operational rules, embedding and tracing of record-management
routes — business procedures. This module utilizes standard work procedures to establish workflow of
document/subject, including definition of route, stages, status of document/subject in the course of
processing, determining the control points (verification-who, what, how, when) from the initiation until
the conclusion of certain operation Upon establishing the definition of the work flow and the route of
its entire cycle, project solution ensures the implementation of said workflow, authorization by desig-
nated users and tracing and tracking of activities. Index content of each document/subject defined in
above noted manner is generic in nature, meaning it does not contain a single specific value relating

to business function accompanying such activity. System also provides mechanism for creating of new
document templates and their inclusion in adequate workflow.
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A unique system of authentication and authorization of users

Users authenticated through the authorization system are centrally authorized through all modules, with
controlled access to metadata and to attachments in the archive.

Multiplatform work

eOffice”is independent of the platform and it's fully operative on Windows and different Linux platforms.
The client’s side grants different kinds of access — web and mail client, from the intra and the internet.
Topology of "eOffice”is illustrated in the following diagram:

Topology of “eOffice”

A simple and intuitive user interface

The look of the application is simple, intuitive and was designed esthetically and functionally in a way so
it doesn't disturb the logic of business processes. It has the following characteristics:

- A simple way to search for content through different contents and classifications

- Work with a web-client interface

- Integrated possibilities for collaboration, like calendars, note board, to-do-tasks

- Use of document templates and their connection with the data from the database for the presentation
to the user.

- A personalized user interface, which means that the user who signs in onto the eDMS system will see
only those documents, subjects, notifications, tasks and actions they have access to as author or reader,
and those permissions are defined in their user profile.

The Web-user-interface grants full functionality of the system for all online "eOffice” users.

\___ﬂ. 3
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Input/Output modules (IO module)

Input modules are used for all unclassified documentation. This can be starting point of document

"life". Authorized user can define any number of IO modules. This is done in IO modules setting, in Rules
module. User can define who can access this module, what document types can exist in module, who
can see and/or work with input documents, what kind of attributes this documents will have in specific
module etc. [0 documents are similar as ordinary documents, except they have no subject, theirs start-
ing pointis IO module.

When user selects one IO module, he will see available views and lists of documents he is authorized to
see. User can work with documents, assign them to other users for take-over. User can also transfer docu-
ments from input module to some subject.

There is special “"email” view in input module. This view displays emails imported from email clients. User
can choose which email document to transfer to input module and alse email attachments to transfer.

Recording, classification and defining the content of the basic regis-
try of subjects and files

This means the establishing of attribute sets for documents/subjects in the active base of index data:

- The documents and subjects are entered into the base with the basic set of attributes that characterize
them. While the basic data on documents/subjects is being entered, every document/subject automati-
cally gets a identification code, name, classification code, description, subject, bearer, dates (when it was
processed, deadlines), all in accordance with current regulations.

- In addition to that data, there is data on the author of the document, access permissions, whether the
document is secret/hidden or not etc.

- The active archive contains information on all subjects/documents in the documentation system.

- Information on documents/subjects is stored until the deadlines (which are defined by parameter for
every documentation category)

- In the system all the data and contents will be registered which are regulated by current regulations.

The processing/recording of documents follows the requirements of the Decree on office business issued
by the organs of state administration and other regulations for managing special kinds of documents. The
processing will be highly automated.

It will be possible to record only the “covers” of the documents or documents with certain levels of secrecy
(internal, confidential, business secret, state secret and military secret).

The recording will be supported from the aspect of designating the documentation. One can also
define an adequate document counter in accord with the accepted system of designation. The project
solutions give the possibility of defining several counters for different structure and organization units
were they are used. At the access of documents with certain levels of secrecy, the application makes a
log about the access (user, time, actions, description etc.).
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Organization designations

One of the basic elements of authorization is the designation of documents and subjects in accord with
the organization structure. What we are going to emphasize is that the whole organization structure is
shown through a certain organogram which defines the entire organization structure of all users of the
documentation system, composed in accordance with the current hierarchy. Every group, defined in this
way (a certain sector, level or single person) have their designation. These designations are attached to
certain subjects and documents and through them the basic authorization for accessing and working
with data is secured. All users that belong to the same organizing designation have permission to access
documents and subjects with that designation. A higher authority level can access all the documents of
lower levels.

Designating the documents for an organization unit means that all users from that unit can access the
documents as authors and readers. Designating the document for a certain person (belonging to some
organization unit) means that that person is the author and all other members of their organization unit
can access the document only as readers.

Every document or subject is being accessed as an author or reader. That depends on whether the user
accessed the document through the organizing designation, on their permissions for the document,

on the status of the document (under construction, solved, archived), so that that status implies which
actions can be taken with the document, and it depends on the status of the life cycle of the document
(draft, version, approved, digitally designated, archived), which again determines whether the document
can only be read or changed, too.

Business rules

These settings are directly tied to the business processes of the client. All settings are accessible through
an intuitive user interface in the special module Business rules, and as in any other module, only users
with access permissions can access those settings.

These settings are split in following groups:

- Subject types

- Subject workflow (phases, authorization and business rules)

- Document types

- Business note types (for the notification system)

- Subject/document counters

- 1/0 modules

All data the user enters into the system and which is shown in the application is entered into the de-
fined database without differences.

SRC

N



Workflow

Workflow procedures relating to subject/document processing. Implementation of workflow and
procedures implies definition of operational rules, embedding and tracing of record-management
routes — business procedures. This application utilizes standard work procedures to establish work flow
of document/subject, including definition of route, stages, status of document/ subject in the course of
processing, determining the control points (verification-who, what, how, when) from the initiation until
the conclusion of certain operation Upon establishing the definition of the workflow and the route of its
entire cycle, project solution ensures the implementation of said workflow, authorization by designated
users and tracing and tracking of activities. Index content of each document/ subject defined in above
noted manner is generic in nature, meaning it does not contain a single specific value relating to busi-
ness function accompanying such activity.

Workflow - defining work procedures (business rules) with subjects and documents - The
implementation of workflows and procedures implies the defining of business rules, their implementa-
tion and control on document flows — work procedures. This is an application with which on the base of
defined business rules workflows are being created for which paths, phases, statuses in which a docu-
ment/subject can be have to be defined, as well as control points (verification — who, what, through
which action, when) from the beginning to the end of the life cycle of some workflow.

Defining work methods and procedures

This functionality means:

- The implementation of workflows and methods (work procedures) — which means the defining of busi-
ness rules, their implementation and control on document flows — work procedures,

- Establishing of workflows based on defined business rules which mean the defining of the paths,
phases, statuses in which a document/subject can be, as well as control points (verification — who, what,
through which action, when) from the beginning to the end of the life cycle of some workflow.

- Defining conditions for the transition of subjects from one phase to another

- The possibility of supervising the deadlines for the implementation of methods, the creation of docu-
ments, with possibilities of finding weak spots easily, to check who is late and how much etc.

Through this software module users with special privileges can modify current business methods and
add new, without any limits.

For every type of business method and for every phase of it, it is defined which types of documents are
needed and compulsory to be created during the resolution in processing a subject. And for every type
of document, business rules can be defined to determine how it will behave (independent of the type
of subject). This way, the most complex business processes and methods can be defined for subjects
and documents very easily and efficient and they can be followed and managed.
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Following business methods and procedures

The solution enables a coherent implementation of defined procedures, their following through phases,
bearers and statuses and saving of the complete documentation which is generated during their imple-
mentation — from the initialization of some process to its conclusion and archiving. This way, all authorized
users — subjects — can follow the flow of the documentation.

The project solution enables complete supervision over business processes and documents, which in-
cludes:

- Record-keeping for subjects by classification marks with automatic numbering

- Possibility to follow subjects by processing phases, persons in charge and processing statuses

- Possibility to follow subjects by temporal parameters of the process (weak spots, who is late in the pro-
cess)

- Issuing documents/subjects with a receipt and following it's physical location

- Following and updating the movement of the subjects

- Archiving and activation of subjects from the central electronic archive

- Periodical printing of reviews

« Access to subjects in compliance with the defined system of authorization and privileges of all autho-
rized users

- Viewing subjects and documents by different criteria (different dates, referents, phases, processing sta-
tuses, classification plan, designation plan, keywords, client names, subject names, document types, busi-
ness method types, different textual notes on “covers”of subjects or notes on documents etc.)

Business procedures or business methods are tied to specific types of subjects, so that the instances of
subjects are the bearers of work procedures. Logically one can imagine a subject as a folder which moves
by a defined procedure through the organization and that during that movement different documents
are added to it in different phases, by different users. It is possible to define several methods for one type
of documents (like several types of contracts which can differ not only by content, but by procedure too,
and they all would be of one type — Contracts). But every method of contracting is precisely defined by
procedure and documentation. The business rule can change the authorization (for instance — when the
acquisition department finishes its part of the job and verifies it, it can be automatically forwarded to the
legal department for further processing).

As it was already said, business rules mean that steps — phases (or processes) have to be defined, which
have to be published in a specific order. Then it is defined, which types of documents are being gener-
ated in the phases. It can be also defined which users are responsible for the specific phases — additional
authorization can be set on every defined phase of a procedure. With special rules it is defined how the
documents are certified, verified or confirmed. It is possible to define ordinal, parallel or combined certifi-
cation. After that, the criteria for switching to the next phase are defined (for instance that the document
has to be signed digitally/electronically etc.).

The transit from one to another phase can be done with the help of specific actions, started by an au-
thorized user (if the defined conditions are met) or it can be the consequence of some business rule (the
certification of a document can for instance move it to the next phase because that document moves the
whole subject). Such a setting is a thing of parameterization — definition of the business method.
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The user can use a special module to define the life cycle of every single document type, or to define busi-
ness rules for the order of status changes, to define authorized users, which data (attributes) can and have
to be entered during a specific status etc. The project solutions grant the implementation of such defined
business rules on all instances of documents in such defined types. That way the usage of the module for
the definition of business rules and procedures enables the following of the status changes of a subject
in compliance with business rules and authorization level of the user. The administrator can define the
conditions for the status changes. After a subject is closed, a subject with a list of files, documents and a
map of legal acts, the system will in compliance with these definitions und the current date calculate the
archiving period.

As it was already said, business rules for subjects are defined through business methods. All the phases
of a document are defined through the module for defining the life cycle, as well as their exact order and
actions which grant that (and of course which users can do that). Part of the business rules is the definition
of specific actions which will be automatically started when a defined change on subjects or document
occurs (sending automatic notifications or work assignment to specific users or a group in the system,
copying or moving documents into specific folders, approval etc). For instance, when a user who sent
a request, gets a decision, they can automatically get an e-mail or SMS through the approval action, by
which he would be informed that there is a change on his request. The business rule should in that case
define that after a specific change of a specific type of document in a specific state an e-mail is sent to a
specific address. That way it is possible to follow the movement of all documents, subjects and materials
through their states, or search for them by specific search criteria.
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Subjects with defined business rules for procedure
System administration

There are special tools for a controlled, efficient and fast system administration. This segment of the soft-
ware solution is for administrators only and is used for defining the authorization for users, implementa-
tion of security of the whole eDMS system and the settings of the basic parameters of the system.
Through this module, authorized users/administrators of the eDMS system can define:

- The users of the eDMS system. The users can be defined by taking their user profiles from the AD (for this
an integration with the AD is established and all needed data is transferred) or by creating new profiles
which are not in the AD (with definition of all data needed)

- Organizational structure, which is defined through a certain organogram — designated plan

- User groups. Those are certain user profiles attached to certain types of jobs like “Archive officer”,"Admin-
istration procedure officer’,"Section chief”,"Head of department’,“Financial director”etc. By adding an user
to a group it is defined what that user can do on certain types of documents during certain procedures.
- Roles. Those are elementary sets of author permissions for work. Roles contain certain functionalities of
the application (authorization on the lowest level), like reading, entering, changing, confirming etc. for
certain objects in the scope of modules in the eDMS system: subjects, documents, tasks, notes, codes,
business rules, administration. Based on functionalities grouped like this into roles, there is full personaliza-
tion of the monitor view for every user, so that the users see only those modules and actions they have
permissions for. So the monitor ready for them upon signing in and they won't see anything that isn't
necessary.
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Managing document versions

"eOffice” enables the user to manage versions of documents, through standard procedures Checkin/
CheckOut, which means that it supports team work for versions of documents. If a type of document will
be followed by versions or not can be defined in the module “Workflow — document rules” during the
definition of the document workflow. The workflow-module can only be accessed by authorized users.
During the development of a new document version by a user, all other authorized users can view (but
not change) all recent versions of the document, as well as get the information, that a new version is cur-
rently being developed (CheckOut), and which user is working on it. When the user finishes the version,
it becomes the last official version and the previous one goes into the history of the document versions.
The user can undo his changes and rollback the document to the last official version. All changes on the
document are tracked and can be seen by authorized users. By that all authorized users can follow the
document from version to version. This can be done through auditing options which enable a simplified
and detailed view of changes on a document.

Digital signing of electronic documents — This enables the usage of the electronic signature, which is an
element of the eDMS application. It is possible to sign files in the eDMS system on a document, and in
PDF format. The original text can be in the .doc or .docx format (MS Word). The application converts the
file automatically from Word to PDF and it is then signed electronically.

Using documentation templates

While creating a document of internal or external type there is the possibility to use templates for their
content — automatically, by using prepared texts and concrete data from the subject or document. For
that, the users will be able to use Open Office and MS Office tools (version 2000 or newer), without hav-
ing to leave the basic working environment. The use of standard templates, which will be described and
standardized for the use in appropriate regulations for organs of the state administration, will be made
possible, and there will be the possibility of using them in other areas of business, too, so that the au-
thorized user will be able to create, change, and expand new templates without limits of the number of
documents.

In the templates, paging and everything else will be done automatically. The templates will be linked to
certain types documents, and it will be possible to link several templates to one type of document. The
information system will enable the automatic generating of multiple documents of the same kind for
predefined addressees.

Digital document signing

The common way to confirm the validity of a document is the signature or a seal. In the “digital world”
and online communication, the corresponding confirmation is the digital signature, which can guarantee
the integrity of a document and its origin (author), as well as its irrefutability. Such a signature can in legal
procedures and actions be seen as the digital equivalent of the handwritten signature. The digital signa-
ture is based on cryptologic mechanisms — asymmetrical crypto-algorithms, which make the signing of
E-Mails, files or elements of data or any other digital multimedia content and its validation possible. The
verification of the digital signature is done by a digital certificate which is assigned to every user in the
communication and represents their digital identity.
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Search and Retrieval of documents
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Advanced search option ‘ad hoc queries’

Search and retrieval of documents from active data base and archives is performed by utilizing complex
mechanism of queries and filters, through specific indexed portfolios of documents, and in compliance
with authorized access system (based on Authorized Access Schedule, degree of document confidenti-
ality, users roles and users profiles). The user works with a very simple interface, in which they enter the
criteria for the search. Any criteria can be combined, as well as parts of texts, codes, date fields and they
can very quickly get the search result they need. In the examples below two cases can be seen — the first
one shows the search through client files, and the second shows the setting of the general search condi-
tions for documents in eDMS. "eOffice” also have full text search capability for ASCII, PDF/a and MS Office
documents. System has full text search capability and search by metadata using any metadata field and
boolean combination of metadata fields. System has option to save search and use it again.

Notification system

Notifications are an object in the documentation system through which the users get different informa-
tion and announcements about general activities or about activities on documents and subjects in the
system. From any document or subject, a notification can be sent (given that the user has the permission
to define a new notification) to a chosen user or group in the system. By doing that, the document or
subject from which the notification is sent is automatically attached to the notification. Every notification
will be visible to all users it was meant for from the moment it is marked as public and it will be visible
until it expires.

Notifications can also be created automatically and assigned to certain users or groups of the documenta-
tion system, for instance during the changes of the documents’statuses (when they're approved, verified,
created etc.). The users with the needed permissions get a notification in accordance with predefined
business rules, when the document is changed or when the subject or task changes its phase. The users
get a message that the subject was controlled.

The notification contains information from which document or subject it was sent and the document or
subject can be seen.
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There is the possibility to notify all those who are supposed to see a notification by E-Mail when the notifi-
cation is published. After the reception of the E-Mail (sent by the eDMS application), the user sees the text
of the mail with a link to the notification. By clicking on the link, the user is redirected to the notification
with all its contents (text, index attributes, attached documents and subjects), which they can remove
themselves.

The notification can be sent from one of the chosen objects from the eDMS system, by choosing the
object (document, subject, task) and starting the action “send notification” (given that the user has the
proper permissions). During the sending of the notification, the object it was sent from is automatically
referred in it, so that the user reading the notification can access the object in the eDMS by positioning
the cursor on the referred object without any further search or browsing.

Every notification is integrated with the E-Mail client the user uses, so that the processing of the subjects
and documents from the eDMS is fully automated from the aspect of using E-Mail and the notification
system while respecting the business rules and the work procedure.

At the publishing of a notification, one can demand that the users the notification is intended for explicitly
confirm the reception of the notification. There is a mechanism for confirmation, i.e. control if all the users
confirmed the reception of the notification.

Integration and collaboration

One of the main characteristics of this system is a high potential for integration and collaboration with
other systems. In previous implementations of this system there were integrations with different solu-
tions, different other applications, as well as collaborations with different commercial packages (MS Office,
different mail clients, calendars etc.)
"eOffice” enables the functionality of viewing the recorded documentation directly from the core applica-
tions in compliance with the forwarded criteria (client ID, code of the credit partition...). When there is
only one result, it is opened automatically, and in the case of several results, then links to all those docu-
ments will be shown and the user can choose between them.
Also supported are group calendars which enable the following of different events and activities on a
document or subject in a way that the schedule of activities can be seen in a special calendar, with every
point in the calendar being one or more documents on which activities need to be performed. An ex-
ample of such a calendar view can be seen below:

) Day - | ] Week~ &n Month -

noHeassak - 18 ra) 2008 watTepTaK - 21. ma) 2009

e R |- - 22 -+= 2005
G Prava rata 0507, 2008 Mabavica radnih starica

[ kontrola dinamilca 10.07. 2008 MNabavis aDM5
nabavice

Calendar view — view of planned events and activities on documents/subjects in the group calendar functionality
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Including information from which document or case in the system working calendar

The option of receiving and sending documents directly through eMail and eFax is a part of the eDMS sys-
tem. Every e-mail with text and attachments or an efax, sent to a specific address, arrives directly in the in-
put module, where it's recorded in the system with one click, the text is automatically being inserted into
the electronic document and attachments are sent to the archive as parts of that electronic document.
In a similar way, one can send a mail directly from some document or subject, and by doing that one can
send the whole document with all attachments, only some attachments or only a link to the document or
subject. All those actions are in strict compliance with the user’s authorization level. The integration with
the mail server is being done on the level of basic protocols, so that the eDMS solution can be integrated
with all mail servers that can be found on our market. An example of sending an e-mail through the web-
user-interface is given below:
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Sending of an web-e-mail with a link to a document or subject

Messaging system is designated to notify employees regarding management decisions, impor-
tant information, advertisements and announcements; it is also integrated with organization’s
electronic mail system (via email). This application utilizes the function of forwarding officialannounce-
ments to the designated recipients with access to electronic billboard (management announcements,
messages, advertisements, etc.).
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Archiving e-mail directly in the system as object

Support for management of hard copies of documents, not available in electronic format (Cen-
tral Archives) - location of original documents. Business needs of Purchaser require tracking and
tracing of controlled copies of documents, not recorded in electronic format (such as materials, tender
documentation, etc. that does not require electronic conversion) according to organizational unit or indi-
vidual they are assigned to. It is necessary to establish subsidiary archives (with defined micro-locations),
including rudimentary data in respect of document assignment (time period, comments), etc.
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Types of documents and actions
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SMS services - This application enables the possibility that after an action on a document or subject
(approval, denial, switching to the next phase etc.) a text message is generated and sent to one or more
users as information or a reminder. This kind of service is easily set in the module for the definition of
business rules (workflow), and it will be sent to specific users, if their mobile numbers are stored in the
system. An example of a window form in which this service is activated can be seen below, where the
text message is being created after a document enters the next phase (in compliance with the defined
work procedure).
Support for the work (of the central archive) with non-electronic documents - locations of origi-
nal documents — It is necessary that documents and their controlled copies, which are in non-electronic
form (like literature, offers etc. which aren't copied electronically) can be followed by assignments. The
project solution offers the possibility of following physical documentation through “eOffice”and see
where it's stored and archived. In the code, the locations are defined where the documentation is stored
physically, which contain the hierarchical structure (for instance building-floor-room-cabinet-shelf-reg-
istrator). When a document is physically stored, it's location is being stored in the eDMS. A history of all
changes of location of the documents is also kept.
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Aditional authorization Setup document counters
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Metadata

Application has option for metadata input using lists of values which have source in some other applica-
tion database. Number of attributes which can be stored as metadata is not limited. An example can be
seen on the following pictures:
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Attributes from Core banking application (REQUEST-DECISION)

Business partners and business contacts

During the course of data entry in respect of every document record (especially for incoming mail), it is
necessary to enter information regarding the sender of said document. Described function is performed
utilizing the module called Clients and Contacts, containing information on business partners, addresses
and contact persons. This module is projected to facilitate certain CRM functions (Customer Relationship
Management). In addition to creating a record on each business partner and client, system will allow in-
putting of important events relating to employees and contact person of each client or business partner.
It is possible to integrate described module with Purchaser’s main operational system, taking over the
pertinent information on business partners from the main transaction system, created in database Busi-
ness Partners Table. (rudimentary information on business partners and clients).
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Scanning documents from paper — Lite Scan

This is usage of the software solution for scanning documents on paper and their transfer into “eOffice”.
It's started only in the web-user-interface. This software component enables scanning in a standard
browser. For the connection between the scanner and the client PC the TWAIN driver and ActiveX con-
trol are used supported duplex scanning. An example can be seen on the following picture:
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Monitor View of the Lite Scan application

After the scanning, the user can work on the picture using elemental operations like rotating, cleaning,
sharpening, resizing, cutting and cropping etc. The options for the improvement of the quality of the
scanned document are limited but enough to cover most of the users' needs during everyday exploita-
tion. All these operations can be accessed through the standard interface of the web application. The
scanned and edited picture can be saved on the local computer or in the DMS system. It can be saved in
different formats — pdf, tiff, jpg, png or bmp.

Sending via E-Mail

This action is enabled on all views in the module Subjects and Documents by choosing from the menu.
The user will get different options, depending on what they have chosen — only documents or both docu-
ments and subjects (one or more). If the user has chosen one or more documents, they get a dialogue
with two possibilities:

- To send only a link to the documents in the eDMS system

- To send the documents as attachments in the mail

SRC

N




Sending a link to a document

The user can enter any text, which the recipients will receive. In the right part of the dialogue window the
user chooses the recipents whom they will send links to chosen documents. The user can choose one or
more recipients from the scope of the eDMS system users. In the part of the dialogue called Documents
a list with the documents the user is sending can be seen.

When the user enters the required data, they finish the procedure by clicking on the button Send and the
chosen recipients receive the E-Mail. In the E-Mail body the text the user entered in the form can be seen.
The E-Mail also contains links to the documents which are generated automatically.

With the click on a link a page in the web browser is opened which demands the user to autenhicate
themselves. After that, the user can see the form with all the metadata about the document. Depending
on their permissions and authorization, the user can view and change the data in the opened document.
All recipients of such notes receive E-Mails with titles and codes of the documents the attachments be-
long to, as well as all the chosen attachments.

Sending an attachment (document)

Instead of sending links to the documents, the user can also send only attachments of the chosen docu-
ments. If they choose this option, they get a dialogue window where they can choose one or more at-
tachments of documents.

After they choose the attachment, the user sees the form for entering the message text and to add recipi-
ents. In this case, the user can, in addition to users of the eDMS system, add other recipients too simply
by adding their E-mail-addresses. On the right side of the dialogue, the list of attachments is shown. After
entering the required data, the user sends the message by clicking on the button Send.

All recipients of such notes receive E-Mails with titles and codes of the documents the attachments be-
long to, as well as all the chosen attachments.

Sending a link to a subject/document

This dialogue will open in case the user chose only one or more subjects or both documents and subjects.
The dialogue is similar to the dialogue of sending links to a document, and the only difference is that on
the right side now also a list with the chosen subjects can be seen, in addition to the list of documents
and recipients.

All recipients get a message with the entered text, titles and codes of the chosen subjects and documents
and the links to them.

With the klick on one of the links a page in the web browser is opened which demands the user to
autenhicate themselves. After that, the user can see the form with all the metadata about the document.
Depending on their permissions and authorization, the user can view and change the data in the opened
document.
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Tracing and tracking of operators'inputs and events incurred in re-
spect of partlcular ocumenT(error, exception, event log, audit trail).

Separate data base is established to trace every single event incurred, recording the name of the operator,
time and description of entry made in respect of the document. Error-log is established in separate data
base to facilitate efficient discovery and rectification of errors incurred in the course of business transac-

tions.

In that way, the system saves information on controllable succession, which grants information on:
. All changes done on electronic documents

. Electronic subjects or the classification plan

. The user’s actions or activities

. Date and Time of events

. In some situations the content of the changes

The controllable succession is automatic. The succession contains also the recording of access by the
system administrator as well as the accesses for the granting of authorizations, system settings etc. The
system grants simple revisions of records of the revision succession for a document or a user or a given
time period.

On the picture below, a window with recorded actions and events can be seen, which happened during
the processing of a credit subject.
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Monitor view of recorded actions and events on a document/subject (auditing)

Application of various codes (country code, postal code, key words, and numerous partial codes). In
the course of data entry pertaining to each individual records, data-entry operators use generic country
codes, postal codes in addition to others, such as codes indicating class and type of document, key words,
etc.

Authorized access to documents allows only certain users to access documents in compliance with
Log-in Schedule. Log-in Schedule lists organizational entities (organizational units, individuals) and their
competence level in respect of access to certain document/batch. If document has restricted access,
system assigns sign-in mark to it, allowing only authorized personnel to access it until transaction is com-
pleted or access to that document/batch is granted to another person. Log-in Schedule includes the
components of authorization since documents may be retrieved only by an operator with adequate sign-
in mark.
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Data security

All transactions in DMS can be logged trough additional module SRC EventTrack which can be configured
to track all changes to monitored databases, made eider by user or by system maintenance tasks.

Event Track

Someone has altered the contents of an important document and the contents of the attachments. Who?
When? Which document is the original? What are the changes?

The right to access a database with important information has been modified. How? Do you have dif-
ficulty checking the current access rights? Someone has printed out a large number of documents with
sensitive content.

Information known only to a limited number of people has been leaked to the public. What happened?
Who accessed the documents? Documents relating to a certain topic have disappeared. Someone has
copied an entire database with all the accompanying documents.

Event Track provides answers to all these questions.

Event Track as an invisible hand

The Event Track software solution provides full control of what is going on with documents, changes in
design and access rights in Lotus Notes Domino databases.

The solution is fully autonomous and independent of the Lotus Notes application in which events are
being monitored. Monitoring can be restricted to a single database on the server: individual document
events such as creating, opening, deleting and modifying; individual selected fields; attachments; a per-
son or a group of persons, etc. The configurations make any combination of monitoring criteria possible,
through a group of preset options and dynamic formulas.

The monitoring results are collected in a separate database, where information is collected about the fol-
lowing:

- document events - who, when and what

- a link to other events relating to this document

- a link to the original document.

Event Track Advantages

- full control over documents, access rights in databases and design intervention
- full independence of the database being monitored

- a choice between preset options or dynamic formulas

- simple and user-friendly installation and use

- works with the Linux and Windows platforms

- adaptable to different language environments.
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Event Track Features

The Event Track solution has the following features:

- The database with the monitoring results can be on any server.

- An arbitrarily large number of databases can be monitored in one configuration document in accor-
dance with the same criteria.

- Detailed monitoring criteria can be defined for each document event (creating, opening, modifying,
deleting).

- In monitoring modified fields the user can additionally decide whether they want only the new values
or both the new and old values.

- In modified attachments only the new attachment can be monitored or both the new and old attach-
ments.

- Itis possible to monitor both the new and old values of access rights or only the new values. The values
comprise authorisations, the logbook, advanced information and applications.

- The special properties of documents are monitored, such as whether a document is encrypted, electroni-
cally signed, public, private, soft-deleted or truncated.

- Monitoring profile documents and conflicting documents.

- The monitoring of replication events and events resulting from accessing documents online is sup-
ported.

- The possibility of shutting down (separately for each event) the server on which the monitored database
is located and other servers in the cluster as potential initiators causing the creation of documents in the
event database.

Event Track Implementation

The Event Track solution can be installed by a trained Lotus Domino system administrator with the help
of the included technical instructions. It is available in English versions. A detailed user manual is available.
We offer additional support for a complete solution when introducing Event Track in more demanding
environments. We are guided in this by milestones such as analysis, implementation, introduction and
training, and maintenance.

Domine Databases
{nof subjoct of fracking)

Monitor view of recorded actions and events on-a document/subject
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Event Track Modules

Overview of the more important components of the Event Track solution

- Server component

- Lotus Notes databases (‘Configuration’ database, 'Events’ database, Log’ database)
- Smart icon (Event Track)

‘eOffice”implementation provides secured work of every system user in compliance with authorized ac-
cess schedule, preventing unauthorized access to documents. System provides for three ways to ensure
security and protection of documents:

1. Unlimited access:

a Every employee in particular organizational unit has access to all batches and documents processed.

b. Document drafts may be viewed only by the authors.

c. Document drafts may be viewed by every designated person — document authors makes the selection
of persons granted such privilege.

d. Editing and updating of documents is allowed to every person who is either the author or authorized
by the author to edit the document.

e. Record-keeping department may view any document.

f. Record-keeping department may edit any document.

2. Restricted Access:

Implementation of above noted approach requires hierarchical structure of Log-in Schedule, granting
access to system users,

2.1 Highly restricted system

a. Employees may view only own documents

b. Employees may edit only own documents

C. Supervisor may view own documents and documents of the subordinates.

d. Manager may view all the documents processed by the organizational unit he/she is in charge of.

e. Document-keeping department views all documents.

f. Document-keeping department edits all documents.

2.2 Semi-restricted system

a. Every employee views only own documents.

b. Every employee edits only own documents.

c. Superior views own documents and documents of subordinates.

d. Manager views all documents of the organizational unit he/she is managing.

e. Record-keeping department views all documents.

f. Record-keeping department edits all documents.

g.In addition to organizational unit manager, documents of subordinates may be accessed by the secre-
tary and authorized persons.

h. In addition to internal organizational unit supervisors, documents of subordinates may be viewed by
secretary or authorized persons.

i. Superior may edit own documents and documents of subordinates.

j. Organizational unit manager views and edits all documents.

k. In addition to organizational unit manager, documents of subordinates may be edited by secretary or
authorized person.

. In addition to internal organizational unit supervisor, documents of subordinates may by edit by secre-
tary or authorized persons.
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3. Unrestricted access by the department

a. Department staff may view all documents.

b. Supervisor views/updates own documents and documents of subordinates.
c. Organizational unit manager views all documents.

d. Record-keeping office views all documents.

e. Record-keeping office edits all documents.

Related to security level selected, documents may be edited only during certain stage, depending of the
operational cycle of the document and business procedures pertaining to the processing of such docu-
ment. Important feature of protecting documents from unauthorized access relates to confidentiality of
documents. Confidential documents (relating to the security level selected) may be accessed only by
authorized users. Confidentiality of document is determined according to the level of confidentiality as-
signed to respective subject.

Concurrently, some privileged users may be allowed to view any document, regardless of its confiden-
tiality attributes. Notwithstanding Log-in Schedule and security level of the document, the author may
assign access rights to any other person, allowing said person the privilege of viewing and/or editing the
document. If said privilege applies to whole subject, every document in that subject is accessible. Access
privilege granted for one specific document, excludes other documents in the same batch.

The bottom line is: access rights are determined by Log-in Schedule. Log-in schedule may be adjusted and
modified to accommodate access requirements arising in the course of operations, pertaining to certain
procedure or phase in the work flow. Therefore, it is possible to implement restricted access for general
procedures (Log-in schedule in place without exemptions), unlimited access for public procurement (staff
views all documents), and unrestricted access by the department applicable per various departments for
invoice processing. Additionally, it is possible to implement access rights for authors/viewers in the course
of specific procedure, irrespective of Log-in schedule in place. LE. if the subject is being audited, such
batch may be viewed and edited by every employee or team designated to work on it.

SRC

N



"eOffice” has to be based on 3level architecture model

Presentation Tier

IBM Lotus Notes Web Browser
Colaboration solution/platform Client-server distributed application architecture
Logic Tier

IBM Lotus Domino
enterprise-grade e-mail, collaboration capabilities, and custom application platform. Various services:

The Lotus Domino server can provide multiple services. The core services include:

- Email server (supporting Lotus Notes, POP3, IMAP, web browser and Outlook clients and SMTP support)
- Applications server (the Lotus Notes client provides the runtime)

- Web server (Lotus Notes data or other surfaced via a web browser)

- Database server (Notes Storage Facility)

- Directory server (LDAP)

Add-ins to the Lotus Domino server can provide the following details:

- Data integration (LEI)

- Instant messaging and Web conferencing (IBM Sametime)

- Document management (Domino Document Manager)

- Collaboration space (Domino Quickplace)

- Mobile application server (Domino Everyplace)

+ Mobile "Push” synchronization to Handheld devices - Mail, Calendar, Contacts, Tasks (Lotus Notes Trav-
eler)

Data Tier

IBM Lotus Domino
built-in database system in the format of NSF (Notes Storage Facility) - cross-platform, secure, distributed
document-oriented database.

3level architecture model of proposed eDMS solution based on IBM Lotus Notes Domino platform

“eOffice” is based on 3-tier architecture:

- Web Browser/Lotus Notes as client for HTTP/Notes RPC Presentation tier

- Application tier is implemented using Lotus Domino Application server

- All electronic documents are stored in separate Lotus Domino database designed for storage and saving
of such data
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‘eOffice” has to have connectors/gateways as modules for informa-
tion exchange with non DMS

Lotus Notes/Domino as document oriented environment present on the market for 20 years has various
ways to integrate with all notable RDBMSes (Oracle, MS SQL, DB2, Sybase...) or business/ERP systems via:
- native connectors for enterprise solutions - programaticly available The LotusScript Extension

- for Lotus Connectors for Notes, DB2, File System, ODBC, Oracle, OLE DB, Sybase.

« ODBC/JDBC - via LC LSX or native

« DECS - Lotus Domino Enterprise Connection Services - DECS Virtual Fields Activities (previously known
as DECS RealTime Activities) enhance Lotus Notes applications by allowing them to retrieve external data,
such as data from DB2, and to integrate this external data with native Notes data on a single Notes docu-
ment form. DECS, running on the Domino Server that is hosting the Notes application, intercepts and
handles the Notes database events. For example, when Notes or Web client users open, create, update,
or save Notes documents, these events trigger immediate access from the Notes form to external data
sources supported by DECS.

- LEI - Lotus Enterprise Integrator (sold separately)

- IBM Lotus® Enterprise Integrator® for Domino® is a server-based data access tool that provides enterprise-
strength data transfer and synchronization between Lotus Domino and supported external systems. With
point-and-click ease, you can also enable real time access from Lotus Domino applications to data sources
such as IBM DB2® Universal Database™, Oracle, SAP, Microsoft SQL Server, Sybase, and more.
(http//www.01.ibm.com/software/lotus/products/enterpriseintegrator/)

Choice of right integration tool depends on architecture and caracteristics of integral IS.
IBM Domino Server Supported:

- Microsoft Windows

- Linux

- Sun Solaris

« IBM AIX
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Technology for information exchange on application level is xm|

For almost 10 years all data in Lotus Domino applications is internaly represented in DXL (Domino XML)
with SAX and DOM APIs for document handling and built-in Web Service engine.

WEB Services

Lotus Domino has options to implement both web service consumer and web service provider logic,
trough standard web service formats and protocols. WSDL SOAP binding can be either a RPC or a docu-
ment style binding. Lotus Domino web service consumers communicate trough standards-based formats
and protocols such as XML, SOAP, WSDL, and UUDI.

Data encryption

The software platform grants the encryption of metadata, while the archive server supports the definition
of various kinds of saving data in accordance to the HSM (Hierarchical Storage Management) structure.

LDAP and Single sign-on

"eOffice” allows for single sign-on.The username and password are captured during network logon (LDAP,
Novell eDirectory, or Active Directory).
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